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15 October 2026
Change Advisory Notice 320 - Upgrade of security policy for Vicmap Web Services
What is changing?
Vicmap has updated security for subscription-only Vicmap Basemaps and Vicmap as a Service (VaaS) services to modern AWS-managed policies.
	Product 
	Services
	Format
	Affected?

	Vicmap Basemaps
	Cartographic, Overlay and Aerial
	WMS, WMTS 
	Yes

	
	Image+
	ESRI REST, WMS, WMTS
	Yes

	
	Colour, Dark Grey, Greyscale, Hybrid
	Vector Tile
	No

	Vicmap as a Service (VaaS)
	ArcGIS Online hosted feature layers
	ESRI REST
	No

	Vicmap Elevation
	Vicmap Elevation 1m DEM and Vicmap Elevation 10m DEM services
	ESRI REST
	Yes


Table 1. Vicmap web services affected/not affected by this change.
Why is this changing?
This change was implemented as part of Vicmap Services management lifecycle, improving security in line with best practice and compliance requirements.
Who will be affected?
Subscribers to these services connecting through the affected Application Load Balancers (ALBs) using Transport Layer Security (TLS) 1.0 or 1.1 may no longer be able to connect to the services.
When will this change happen?
This change was implemented on 30 September 2026.
We acknowledge that this Change Advisory Notice is being sent after the security upgrade and some customers running older operating systems such as Windows Server 2012 may have been affected. In these cases, an upgrade to Windows Server 2019 or newer will resolve the security issues. Please note, Microsoft extended supported for Windows Server 2012 ended 13 October 2026
Get in touch with us
For further help, information about joining the Vicmap User Reference Group (VURG), or subscribing to Vicmap change notices, please email vicmap@transport.vic.gov.au
For Vicmap change notices and updates, visit the updates to Vicmap page.
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	Disclaimer
This publication may be of assistance to you but the State of Victoria and its employees do not guarantee that the publication is without flaw of any kind or is wholly appropriate for your particular purposes and therefore disclaims all liability for any error, loss or other consequence which may arise from you relying on any information in this publication.
Spatial disclaimer
The State of Victoria:
a. does not give any representation or warranty as to 
i. the accuracy or completeness of State of Victoria spatial products (including data and metadata), Vicmap® products or Vicmap® product specifications; or
ii. the fitness of such data or products or of State of Victoria spatial services (including APIs and web services) for any particular purpose;
b. disclaims all responsibility and liability whatsoever for any errors, faults, defects or omissions in such data or products and services.
Any person using or relying upon such products and services must make an independent assessment of them and their fitness for particular purposes and requirements.
Vicmap is registered trademark licensed to the State of Victoria
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